
Cyber security – reducing the 
risk of security breaches

BAM/IT WEBINAR

THE WEBINAR WILL BEGIN SHORTLY…



Business & Management
IT Faculty

Cyber security –
reducing the risk of 
security breaches

13 June 2017

© ICAEW 2017

The webinar will begin shortly…



Business & Management 

© ICAEW 2017

+44 (0) 118 900 1900 (UK Office)

uk-info@prophix.com

mailto:uk-info@prophix.com


VAT Changes in 2015

Ask a question or download resources

Audio problems?

• ensure your volume is 

turned on

• if you experience poor 

sound quality you may 

benefit from refreshing 

your page



Today’s presenter – Mark Taylor

• IT Faculty, Technical 

Manager

• Formally Senior Service 

Delivery Manager, PwC

• FBCS Chartered IT 

Professional



Topics

•Why is cyber security important?

•Pass phrases

•BYOD

•Data leakage

•Ransomware

•Organisational boundaries



Has your business been subject to an external hack or 
suffered any breach of computer security in the past year?

1. No
2. Yes – once
3. Yes – more than once
4. Don’t know / not sure



Why is cyber security important?



Why is cyber security important?

Confidentiality, reputation and 
business risk

Awareness, technology and 
processes will help protect that 
reputation. Communication plan



Passwords
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Pass phrase in place of pass word

• Complex pass phrases

• Use two factor authentication (2FA)

• Change defaults

• Don’t reuse

• Don’t share

• NCSC advice – “ensure you 

understand the impact of complex 

passwords on staff”

• Password managers are good



Pass phrases

Pa55w0rd1 is not 
enough

“Correct Horse Battery 
Staple”



Bring Your Own Device (BYOD)
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Bring your own security 

exposure

• End point security

• Separation of work and home

• Cost reduction v. management cost

• Acceptable use policies



Data leakage
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Data will leak

• Mobile storage is ubiquitous

• Shadow IT use of cloud services

• Social media

• Mobile devices

• Suppliers

• Control access and monitor

• Polices in place

• Staff awareness



Ransomware
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Is not the end of the world

• Be suspicious!

• Install updates

• Keep backups and regularly test backups!

• Use anti-malware software

• Disable macros from running automatically

• Least privilege access



The Distributed Organisation
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Organisational boundaries

Complexity
• Organisations extend beyond 

traditional boundaries

• Verification of cloud services remains 

challenging

• TalkTalk, Debenhams Flowers, Target



Benefits of good cyber security

Enhanced business reputation

Increased peace of mind

Reduced business risk

Reduced recovery time. Tested BCP

Don’t simply use IT, invest in IT



10 Steps to Cyber Security for Smaller Firms

icaew.com/cyber



Further help

icaew.com/cyber

Cyber Essentials accreditation

ICO.org.uk

NCSC.gov.uk

cyberaware.gov.uk



Will you be considering changes to your IT security 
policies?

1. No
2. Yes
3. We don’t have a policy
4. This is not my area of responsibility
5. Don’t know / not sure



Any 

questions?
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Free webinars

Stats for business – should you be drunk when analysing trends?

28 June 12:30pm

Icaew.com/lunchjun

Government accounting – cooking the books?

13 July 12.30pm

Icaew.com/lunchjul

Business tax update

27 September 10am

Icaew.com/bamsepwebinar

Time management

9 October 10am

Icaew.com/bamoctwebinar

Free events

Courageous leadership

21 September 

Icaew.com/bamsepevent

Technological advances –

twilight of the finance function?

21 November 

Icaew.com/bamnovevent

View our 2017 webinar and event programme - icaew.com/bamevents



Join the IT Faculty

• Bi-monthly magazine (Chartech) and other publications

• Career development webinars and events

• Thought leadership

• Excel Community (including Excel online training)

• icaew.com/itfac

• @ICAEW_ITFaculty @ICAEW_Excel

• linkedin.com/groups/2448075

• icaew.com/joinitf
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THANK YOU FOR ATTENDING

Contact the Business & Management Faculty    .

icaew.com/bam

 bam@icaew.com   +44 (0)20 7920 8508

@ICAEW_finman

Join the Business & Management Faculty for 

£72 using code FMFSPR for the rest of 2017

 icaew.com/joinbam
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