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‘ Purpose of today’'s webinar

* Provide an overview of financial fraud and
the risk from insiders

- Common warning signs

« Three top tips for reducing the risks

Director
Tenet Compliance &
Litigation
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Who we are

- We are the UK’s leading anti-fraud charity and voice of the counter
fraud community.

- We work to improve fraud resilience across the UK and around the

world by championing best practice and (where appropriate) law
reform.

- Our members cover the full spectrum of counter fraud professionals.

Working together to defeat fraud

- The respected, influential and independent voice of the fraud-fighting community
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Common insider fraud types

Payroll fraud (expenses/ghost employees)

Finance function fraud (account manipulation/diversion)

Recruitment fraud

Other employee fraud (data/conflicts of interest)

Supplier fraud (overcharging, manipulation of framework contract)

Mandate fraud

Bribery and corruption (procurement/development)

The respected, influential and independent voice of the fraud-fighting community
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To start — think wider than red flags

- Recent news — insider fraud

- What are we protecting?

« Expectations of our employees’ moral compass
* The why?

« Impact of leadership

+ Application to risk areas.
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IS It possible to profile?

A man

Acting alone

Between the ages of 36 — 45

In a position classed as ‘senior management’

Who had been at the victim’s organisation for between 3 — 5yrs

And who works in the finance department.
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cveORY Possible indicators of fraud

People Transactions
1. Low staff morale 1. Imbalance of work award to a
2. High staff turnover contractor
3. Untaken holiday 2. Unusual transactions/
- . reconciliations
4. Change in lifestyle/behaviour _
3. EXxcessive payments
5. Long hours o
: L 4. Duplication of payments
6. Salaries based primarily on

5. Common names or
addresses of payees and
customers

performance
7. Conflicts of interest
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The respected, influential and independent voice of the fraud-fighting community




apvisory Possible indicators of fraud

Processes

Dominant management

Lack of delegation of simple tasks

Internal controls overridden without explanation

Slow reporting

Overly complex systems implemented

Lack of internal controls applied without justifiable reason
Loss of records

Audit findings deemed errors or irregularities

© 0 N o Ok wDdhPE

Lack of segregation of duties

© Fraud Advisory Panel 2018

10. Missing inventory or physical assets

The respected, influential and independent voice of the fraud-fighting community



Top three tips for reducing the risks

1. Knowing the greatest risk areas to your business

2. Policies and procedures that people understand, buy into
and are consistent with the ‘shop floor’

3. Whistleblowing — external and internal opportunities
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The respected, influential and independent voice of the fraud-fighting community
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Free resources at www.fraudadvisorypanel.org

FRAUD FACTS &=

Issue 3 March 2011 (2nd edition)

INFORMAIION FOR ORGANISATIONS

Pre-employment screening

It is estimated that almost one in seven CVs contain some form of discrepancy - most commonly
dates of employment, academic and professional qualifications and undisclosed directorships*.
Pre-employment screening can help your to identify I

may be dishonest or susceptible Lo committing fraud, before they j

What Is pm-smplnyment
screenin
mf'wp\cy'wam screening is the process
of checkirg that irfor proviced by
2 prospective employze ~ usually in a job
applcatontorm or CV s actuate o
compiete. The results tom
o0 e Gecan aout e ity
ot an agplicant for a particular vacarcy.

be fective, prs employment scrsering
shoukd be compieed Ecfore  proy
employes stars work ot it ey be
109 la

Why is pre- empkvymenl
screening importal

Pre-employment screning can provide
some assurance that a prospective
employee s trustworthy and has the
necessary skl andor expercrie required
1o perform the role tey have apol ed for.
o ety kot st ol Yo
applying in the first. o

lace.

Pre-cmployment screening wil ot
compietels protect your business agairst
a0 employee commiting fraud orce they
have statad working for you - an indvidual's
persoral zndor fnancial circurstances can
£hange over time — but 1t can belp to.
reuce the fisk oF this occurting,

The risks of not screening
Falue 1o undertake ore-empl
nay expase your e-ganisation
+ Abuse of prozutement andfor stafl
expense reimbursement processes.
* Theft of business asses, ¢
st soplon it B
tights.
= Use of your business premises andior
equipment to conduct unauthorised
or ilegal actie ties
* Appointment of incividuals ot suitasly
Gualilied or exgerienced for e tole
and/or Ao are disnonest.
his list s not exhaustive.

who

Common types of

pre employment fraudt

The apalicant:

« Usss a false identity

« Impersanazzs an innccent paity

 Uses a false immigration status

« Pravides false education and/or
professional qualiicatiors

« Provides fakse references

« Concaals his of her employment history

+ Conceals his of her employment record

« Cancaals urspert criminal convictions)

+ Concaals adverse finarcial andiar
credit history.

Key clements

Pre.cmpoyl scisering e be conducted
+house or outsourced to 2 specialist

pie-employment screening company.

T your business conducts in-house

pre emplayment screening yeu shoul
Assign responsibilty for it to a specific
cepartmen.

« Inform all presaective employess that
ey will be sublect to pre empiayment
screening,

in.

Minimum Vallﬂcutlnl\
requirements

emaloyment asplication ‘orms vary from
‘one organisation o anather, but often
reqquest information relating to an
applicants:

« Igentity (full name and date of birth)
ial adciess

jonal ancior professions!

quaifications

« Emplaymen history (inclucing any g3ps)
and references

« Right to work in the United Kingdom

« Cilminal history

« Financial background.

Oepending upon the ype of vecancy and
secte i which your organ rates,
may be necesary o verfy some & all

o4k iformation, A& & minienutt, you
Shoukiakn 1o verly the applcants Kent:
residential aderess, elig bty to work i

the pasiticn appled for and previous
employment nistory:

Government esartments ard agencies
(including the armed forces) must apply
the pre-employment screenin

liements set out In the HMG BaseIne
Pesonnel Securly Standard 855

Askall pospec

confinn that the Infermatan provided on

e appication form s comect and that

ey understand any material fzlsehcocs

onduct and rosult in
wne withdrawal of any employment offer

* Waintain zccurate recards to

‘emorstrate tat appropriate checs

have been conducted.

= Menitor relevant legislation and legal
requitements (such as checking 2n
applicznt’s right to work in the UK)

« Establish clear policies %o assess the
accepabilty of pre-employment
screening results.

fwnwcsb ekt ok,

The background checks your

fon conducts should be
proportionate to the risks associated
with the advertised role. For example,
managerial or Fnarxial positors may
require more extensive screening. Partcular
care shod be waken in screening applicants
forpashonswith scces o cistomer
recoes andjor other canfident 2l
osmation, sih 25 Gl cente stal

The Centre for the >rataction of
nfrastiucture (CPNI) has pubIM‘d e
quidance on pre-emaloyment s<-cering
available from the weosite
Gsven.cpri.gov.ok)

7 Poserhen (Z010) The nerets i P
itule o Persunel Develop
o ‘itgutiny the R

phyment e Sevey 21
w2 UK's T Preen s Sexvics (2067 facion St il aed Didunesiy: Moraguyy

The respected, influential and independent voice of the fraud-fighting community

Understanding
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PREVENTION IS
BETTER THAN

CHARITY COMMISSION
FOR ENGLAND AND WALES

CURE
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Crowe Clark Whitehill.

A Mecions of Growe Horuath Inamiioes
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Webinars and events — icaew.com/bamevents

Free 20 minute lunch webinars

Brexit update
23 October 12.30pm
Icaew.com/lunchoct2

Bring your own devices policies
6 November 12.30pm
Icaew.com/lunchnov?2

Stats skills in Excel — waterfall graphs
28 November 12.30pm
Icaew.com/lunchnov

Free 60 minute webinars

Team leadership and management
14 November 10:00am
Icaew.com/bamnovwebinar

Practical Excel tips
6 December 10:00am
Icaew.com/bamdecwebinar

Business tax update
12 December 10:00am
Icaew.com/bamdec2webinar

Online e-learning

Leadership in an era of distraction
21/22 November 9.30am
Icaew.com/leadershipl8

Free event

Innovation and business development
13 November 6.00pm
Icaew.com/bamnovevent

© ICAEW 2018
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THANK YOU FOR ATTENDING

Contact the Business & Management Faculty
Icaew.com/bam
< bam@icaew.com @ +44 (0)20 7920 8508
@ICAEW _finman

“B icaew.com/joinbam
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